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Configuring a new Exchange 2003 server for internet email with POPcon for downloading the email
from POP3 mailboxes isn't hard if you just do it step by step as shown in this configuration sample. In
this guide we will step through a sample installation of Exchange 2003 for a company we will call
"Mycompany". Mycompany consequently owns the internet domain name "mycompany.com".
Actually it only takes these four steps:

Adding your internet domain name to the recipient policies
Configuring the SMTP server for inbound email

Adding a SMTP Connector for outbound emails
Configuring the email addresses of your users

PonpE

And this is how to configure the Exchange Server to accept email for mycompany.com and work with
POPcon:

« First install the software from CD. You may have to go back to the "Add/remove Software" utility in
the control panel to add NNTP support if you did not do so during initial setup of your windows
installation. Then open the Exchange System Manager and configure the new Exchange installation.
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1. Adding your internet domain name to the recipient policies

* Open the Exchange System-Manager. It should look like this:

f= Exchange System-Manager =10 x|

% Fle  pction  view  Window  Help o =]
& = ||Fm| 2
5'5 CHRISTEMSER (Exchange) CHRISTEMSEM (Exchange)

I__,| Global Settings
[+ Recipients
-4 Servers

MName |

Global Setkings

-3 RPouking Groups - Recipients
._..I Tadls .__lSerw.ars
[#-3 Folders L Routing Groups
A Toals
[ Folders

One of the problems most often encountered when configuring an Exchange 2003 Server system is
the fact that often the internet domain nane you want to receive email for ("mycompany.com”) does
not match your standard active directory domain name (i.e. "servername.mycompany.com"). The
Exchange 2003 Server component handling incomming emails - the SMTP server - does not accept
emails for other domains than the ones entered in the “recipient policies”, even if you entered the
correct email addresses ("user@mycompany.com”) in the active directory.

To make Exchange accept email for additional domains like your internet domain you need to add the
domain names to the default recipient policy like this:
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< On the main tree panel of the exchange system manager expand the tree "Recipients" and then
click on "Recipient Policies". The policies will be shown on the right panel. Normally only the "Default
Policy" will be there:

=
'55 File  Action Miew Window  Help _|5’|£|
¢> BB EDBIe

5’5 CHRISTEMSEM (Exchange) Recipient Policies
I__,| imlobal Settings Marme | Pricrity
|_'—_|---,___,| Recipients

[ Details Templates dentEelie
I__.I &ddress Templates Change Er':'l:“?rt':-“ pages...
- Al Address Lists apply this policy now...
.l_..d &ll Global Address Lists Al Taske R
I__,| Offline Address Lisks -
I__,| Recipient Update Servic Refresh
| Recipient Palicies TR I
[#-1_1 Servers —%
[#-_4 Routing Groups Help
-4 Tools
[#-{_J Folders

« | 1|4l | i

|O|:uens propetty sheet for the current selection, |
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» Open the properties of the "Default Policy" by double-clicking it:

Default Policy Properties

[mailnickname="]

ﬂ-‘:ern-:r-.-'-';e
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« In the Default Policy Properties please choose the tab "E-Mail Addresses". There you will find a list
of domains supported by your exchange server. Usually only your internal active directory server
domain will be listed here:

Default Policy Properties d |

General E-Mail Addresses [Policy] | Details |

Generation rules:

Type | Address
SMTP @Chriztenzen.local
=400 c=DE:a= ;p=CHRISTENSEM o=Exchange;

1| |

Edlit... | Hemowve | et az Primany |

0k, | Cancel | Apply | Help |

Like you can see, after installing our Exchange Server from scratch only our AD domain
"Christensen.local" was listed as accepted SMTP address. But emails from the internet will be
comming in addressed to "@mycompany.com" and not Christensen.local!
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e Choose "New..." here to add another accepted inbound domain. Since emails on the internet are
sent via the SMTP protocol we want to add an "SMTP Address":

MNew E-mail Address el

E-mail address type:

Cuztom Address -
400 Address J
Microzoft b ail Address

Sk TR Addresz

co:bail Address

Lotug Maotes Address
Movell Group'#ize Addreszs

[

] Cancel Help |
L

< Now enter the domain name you want to receive email for. Please add a leading "@" to the domain
name. This is what we entered to support emails addressed to @mycompany.com:

SMTFP Address Properties d |

eneral I

i‘ ] SMTF Addresz

Type:
ISMTF’

Addrezs:
I@myn:u:umpany.mn‘l

¥ This Exchange Organization iz responsible for all mail delivery ta this
address.

] 4 &! Cancel Apply Help
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« This is how the Default Policy Properties look like after entering the additional SMTP domain:

Default Policy Properties d |

General E-Mail Addresses [Policy] | D etails |

Generation rules;
Type | Addrezs
SHMTP @Christensen.local
(F Y COMpAEnY. SO
w400 c=DE:a= ;p=CHRISTENSEM o=Exchange;
+| | »
Mew... | Edit... | Hemowve | Set az Primany |

] 4 I Cancel | Apply | Help |
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< Enable the newly created entry with a check mark next to it:

Default Policy Properties ed |

General  E-Mail Addresses [Policy) | Deetails |

Generation miles;

Type | Address

SHMTP @Christenzen_local

(S COmmpany. com

[¥] X400 c=DE:a= ;p=CHRISTENSEN :0=Exchange:

1] | 2

Hew. . | Edit... | Bemove | Set az Primary |

k. %I Cancel | Apply | Help |

* When you OK the above dialog, Exchange will ask you with the next dialog box if you want to add
the new address to all new users. Usually you do want exactly that to save some typing later.

Exchange S¥stem Manager 5'

The e-mail Addresses of bypels) [smkp] hawve been modified.
[ Do you want o update all corresponding recipient e-mail addresses to match these new addressies)?

Please note: You may need to restart your server to activate the new domain!
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2. Configuring the SMTP server for inbound email

Next we will configure the SMTP-Server. This is the part of Exchange that accepts incomming emails

from POPcon. No special settings are needed to work with POPcon but these are the standard
settings in any case:

» You will find the settings for the SMTP server under Servers/Protocols/SMTP/Default SMTP Virtual

Server. Open the properties by right-clicking on the Default SMTP Virtual Server and choosing
"Properties":

". Exchange System-Manager -0 x|
'55 File Action Yiew window Help _|ﬁ’|£|
= BHE DB 2| aw
xchange irtual Defaultserver For

5"__‘1 CHRISTEMSEM (Exch )] Wirkual Defaulk fFor SMTP
[+ Folders - |
'—"I GlDt_'a_l Settings _'.'\ Current Sessions
I__,| Recipients
= Servers

= DELLSERWER

= 14 queues

_I First storage group
=3 Protacols

&3 HTTP
&L IMaP4
- MNTP
&-£@ POP3
=-E@ sMTP
BGREET il Defaultserver For SMTP
------ 4 x40 gt
[#-{_4 Connectors Skap
{4 Tools Pause
Yiew g

Mew Window from Here

Renarme
Refresh
Expork Lisk. ..

Help

Cpens property sheet For the current seleck
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 The settings on tab “General” can normally be left to the defaults.

¥irtual Defaultseryver for SMTP Properkies d |

General I.-'l'-.ccessl Messagesl Deliver_l,ll

= =" Mirtual Defaultzerver far SMTR

P address:
[&ll hassigh

Advanced...

™ Limit number of connections to:

i

Connection time-out [minutes]; 1

Enable logging

Achive log format;

I'W'EI: Estended Log File Farmat j Froperties. .. |
] 4 I Cancel | Apply | Help |
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< On the tab "Access" you can find some configuration settings that might interfere with POPcon.

¥irtual Defaultserver for SMTP Properties d |

General Access I Messagesl Deliver_l,ll

—Access control

Enable anonumous access and edit the
authentication methods for thiz resounce.

—Secure communication

"Yiew or zet the SECLING cqmmunlcatlnns Certificate. . |
method uzed when this wirtual server iz
accezzed.

LCommnicatiom, .. |

— Connection contral

Grant or deny access to this resouce using

IP addreszes or Internet domain names. sz |
— Relay restrictions
[arant or deny permizzions to relay e-mail Fielay |
through thiz SMTP wirtual zerver. -
0k, Cancel Amply Help
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< POPcon only works with a standard SMTP connection WITHOUT authentication, so allow
"Anonymous access" in the "Authentication" dialog:

Authentication x|

Select acceptable authentication methodz far this resouce.

...............................................

Mo uzer name or pazzword required.

[ Besolve anonymous e-mail

W Baszic authentication [password is sent in clear text]
™ FRequires TLS enciyption
Default daomain:

W Integrated ‘Windows Authentication
The client and zerver neqgatiate the Windows Secunty Suppart Provider
Interface.

[Eramt ar demy submit permiszions to specific Users ar
QraupE. [Jzers,.. |

] I Cancel Help |

« Choose "Connection” to grant or refuse the right to connect to the SMTP server to individual or
multiple IP Address Ranges. Please ensure the system POPcon runs on does have the right to
connect granted. With this setting ALL systems will have access to your SMTP server:

x

Select which computers may access thiz virtual zerver:

£ Only the list below

i Al except the lizt below

Computers:
Arccess | IP Address [Mask] / Domain Mame
Add... | Eemoyve |

k. I Cancel Help
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< Under "Relay..." you can assign the right to relay through your SMTP-Server to some systems. This
might be needed in some configuration and to be sure you should grant the system POPcon runs on
relay rights. All other systems will need to authenticate before accessing the SMTP server to prevent
unauthorized users using your system to relay spam:

Relay Restrictions |

Select which computer may relay through this wirtual zerver:

7 Al except the list below

Computers:
Access | IP Address [Mask] / Domain Mame
&f Granted 192168163
&f Granted 192.168.16.14
Add... | Hemowve

W Allow all computers which successfully authenticate to relay, regardiess
af the st above.

Erant on denyirelay permissions o specific users ar Wl |
groups, —

] I Cancel Help |
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< Under the "Messages" tab you can restrict message size and number of messages accepted for
each connection. Please make sure these settings are liberal enough to allow POPcon to transmit
large messages to your server.

 Also, on this tab you can choose an internal additional recipient for copies of the non-delivery
reports. These NDRs will be sent back to senders of mails addressed to recipients unknown in
your Exchange Server and they include a copy of the original message sent. You can use these

postmaster copies of the NDRs to manually forward emails sent to mistyped recipients to the correct
users.

¥irtual Defaultserver for SMTP Properkties x|

Generall Access  Messages | Deliveryl

Specify the following meszaging information.

[ Limit meszage size to (KE]: 40356
™ Limit zeszion size to [KB): 10240
I¥ Limit number of messages per connection bo: 20

V' Limit nurnber of recipients per message to: 4000

Send copy of Maon-Deliveny Heq.grt ho;

Ipnstmaster@mycumpany.u:-:urd b

Badmail directony:
IE: "Program FileshExchererM ailroothwsi 148 adi ail Browse. .

Bueue directon:

I

IE: WProgram FileshE xcharersbd ailraothwsi 1hDueue Browse...

Fonmard all mail with unrezolved recipients to host;

ak. I Cancel Apply Help
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< Under tab "Delivery" some more configuration settings for outgoing emails can be found:

¥irtual Defaultseryver for SMTP Properkies d |

Generall .-'l'-.ccessl Meszages Delivern |

— Dutbound

—
=

Eirzt rety interval [minutes];
Second retry interval [minutes):

Third retry interval [minutes]:

17

Subsequent rety interval [minukes];

Delay notification:

12 IHnurs j

Expiration timeat; I2 IDa_l,ls j
— Local
Delay notification; |1 2 I Huaurs j
E spiration trmeot; |2 I Daps j
Outbound Security. . | Dutbound connections. .. | Advanced. .. |

] 4 I Cancel | Apply | Help |
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3. Adding the SMTP Connector for outbound emails

Now we need to add an SMTP-Connector (vs. SMTP Server) to handle outgoing email to the Internet.

* Right-click "Connectors" in the Exchange System Manager and choose "New", "SMTP-Connector"
to start adding the new connector and name it appropriately (like “SMTP-Out” in our case):

& Exchange System-Manager - O] x|

% File  pction  Wiew Window  Help =] x|
e O@E DB 2

5’5 CHRISTEMSEN (Exchange) Conneckars

I__,| Folders Mame | Tvpe
El-{ Global Settings S SMTP-out SMTF Conr

-1 Recipients
- Servers
-

_ TP %.400 Conneckor .,
Ve k

_ %25 %400 Conneckor. ..
Mew Window From Here

Dirsync Requestaot, ..
Refresh i d

. Dirswnc Server. ..
Expork List. ..

Help

Creates a new SMTP Connectar, | |
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On the "General" tab you can now choose wether Exchange will send outgoing emails directly to the
recipients system ("Use DNS...") or if all emails should be relayes through a SMTP relay server
("smart host").

The first option, DNS, is more direct but can sometimes cause problems when you use a dialup
internet connection because some recipient systems will not accept emails that are coming from you
ISP's dialup IP range while pretending to come from your real internet domain. Sending via your
ISP's smart host / smtp relay server is the better option in this case. We chose our ISPs smtp relay
server here.

SMTP-Out Properties d A

Content Reztrictions I Delivery Optionz I Advanced I Dretailz
Address Space | Connected Routing Groups | Delivery Bestrictions
General

ﬁ SMTP-Out

" Usze DMS to route to each address space on this connectar

¥ Forward all mail through this connector b the following smart hosts

smtp. myisp. conl

Local bridgeheads: %

Server | Yirtual Server |
DELLSERYER Wirtual Defaultzerver far SMTP
Add.. | Eemove |

[ Do not allow public folder referals

] 4 I Cancel | Apply | Help |

. Also, on this tab you need to add the "local bridgehead" server (as shown above)
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On the tab "Address Space™ we need to add a wildcard address space for SMTP:

Add Address Space

Select an address type:

CChAIL
HOTES
GWw/I1SE
Other

Christensen Software Sample Screen

=
k. I Cancel | Help |

* We want to allow emails to any domain, so we use the wildcard "*" here:

Internet Address Space Properties

General I

\Eﬁ] SMTP
E -mail domnain: Iﬁ

Cozt: |1

Christensen Software Sample Screen

aE. I Cancel Smply

Help
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Side note about the "Cost" entry: If you want to send emails to some
domains via a different route you can create multiple SMTP
connectors and set the "Cost" entry of this wildcard connector to a
higher value while setting the cost entry of the special domain route to
a lower cost but with only the special domain allowed on this page.
This is especially useful if you generally want to send via DNS and
only route to some systems that won't accept your email via some
relay server.

« This is the resulting page:

SMTP-0ut Properties d |

Content Restrictions I Delivery Ophions I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery B estrictionz

Create, modify, or remove an address zpace.

Type | Addrezs | Cost |

Add.. M odify. .. Hemove

Connector scope

¥ Entire arganization

£~ Fouting group

™ Allow messages to be relayed to these domains

aF. I Cancel Apply Help
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« If your ISP’s SMTP server requires authentication (and almost all of them do today) you can set the
username and password on the “Advanced” tab of the SMTP connector. Select “Outbound Security”:

SMTP-0ut Properties d |
General
Addrezs Space I Connected Fouting Groups | Drelivery B estrictions
Content Reztrictions I Delivery Optionz Advanced | Dretailz

[T Send HELO instead of EHLO

i Dutbound Security... ¢

£+ Do not zend ETRMATURN
" Reguest ETRN/TURM when sending messages
[T Additionally request mail at specified mes

" Reguest ETRMATURM from different server
Semen

Cannestion tme:

| Frur daily at 11:00 PM =]l | Customize.. |

Specify how to request that remate zenvers dequene mail
% |zsue ETRM

Mamaits... |

€ zzue TURM [Feguires Basic o wWindows security]

aF. | Cancel Apply Help
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* Select “Basic authentication” and chose “Modify” to enter the username and password:

Outbound Security x|

" Anonymous access

[ @ wzen name o pazsword reguired

{= Bazic authentication [password is sent in clear best

Ilzer: clausz bodify... !

™ Integrated Windows Authentication

The client and semver neqatiate the Windows Systems Securnity Bravider
Interface,

Sroount I Fmdifi... |

[T ILS encryption

| ] 4 I Cancel | Help |

Outbound Connection Crede d A

Uszer:

Im_l,luserattheisp

Pazzword:

Ixxxxxxxxxxxxxx

Confirm password

Ixxxxxxxxxxxxxx

Cancel |

And that's alreay it - Your Exchange is now configured to send email to the internet and receive an
SMTP email feed like it will come from POPcon or a direct internet connection. All you should do now
is configure your users' email addresses in the Active directory.

© Christensen Software www.christensen-software.com



Christensen Software
Exchange 2003 Server Configuration Guide

4. Configuring your user's email addresses in the Active Directory

You can set one or multiple email addresses for each user to receive email at. We will step through
the neccessary actions when creating a new user called John Galt.
« First open the active directory and right-click the "Users" item to select "New", "User":

ﬁ Active Directory Users and Computers

Tree i i Users 23 objects
q":g Active Directory Users and Computers | |Mame Type i Description
Z5.christensen-saofbware. com ﬂ Administrator |ser Built-in account For adrmini
(.1 Builkin ﬁCert Publishers  Security Group ... Enterprise certification an
[ Computers ﬁDHCF‘ Adminis,., Security Group ... Members who have admin
Qﬂ Domain Controllers ﬁDHCF‘ Users Security Group ... Members who have view-,
m} FareignSecurityPrincipals ﬁDns.ﬁ.dmins Security Group .., DMNS Adminiskrators Group
il el CnsUpdatePr... Secority Group ... DNS clients whao are permi
Find. .. Domain Admins  Security Group ... Designated administrators
Domain Comp... Security Group ... All warkstakions and serve
Compuker curity Group ... All domain controllers in th
&ll Tasks b Conkact curity Group ... All domain guests
S ; Gr.DLIF' curity Group ... All domain users
Hews Window From Here Printer curity Group ... Designated administrators
ser er
Refresh Shared Folder curity Group ... Exchange Domain Servers
Expart Lisk. .. Exchange Ent... Security Group ... Exchange Enterprise Sery
- Group Palicy ... Security Group ... Members in this group can
Properkies .
Guesk Iser Built-in account: For guesk
Help IUSR_POPCO,., User Builk-in account: For anonsy
%7 IwamM_POPC,,,  User Built-in account For Inkern
%krl:utgt Iser key Distribution Center Se
ﬁR.ﬂ.S and IAS ... Secority Group ... Servers in this group can .
ﬁﬁchema Admins  Security Group ... Designated administrators
ﬁ TslnkernetUser  Lser This user account is used
< | e

ECreates a new objeck in this conkainer,
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< The resulting dialog will allow you to create a new AD user to log into your server and creates an
Exchange mailbox all in one wizard pass:

New Object - User o x|

g Create i C5.christenzen-software. comdU zers

Firzt niarme: I.Jn:nhn Initials: I

Last name: IG alt

Full name: IJDhn alt

I1zer logan narme:
Iiu:uhn I (#C5 . christensen-software. com j

Ilzer logon name [prewWindows 2000]:
|csa pnhn

< Back

Cancel |

© Christensen Software www.christensen-software.com
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Next...

New Dbject - User ' x|

g Create it C5.chriztensen-zoftware. comdU zers

Paszward:

;xxxxxx

Confirm password:

;xxxxxx

™ User must change password at nest logon
™ User cannot change pazsword
[ Pazzword never expires

[T Account is dizabled

Next...

New Dbject - User x|

g Create it C5.chriztensen-zoftware. comdU zers

W iCreate an Exchange mailbos

Aliaz:
;iuhn

SErver
;Ehristensen Software/First Adminiztrative Group/POPCOMNSREY j

b allbox Skare:
| First Storage Group/Mailbox Store [POPCONSRY) a

< Back ; MHest > ; Cancel

« Now the wizard continues into the Exchange Server realm and lets us create a new exchange
mailbox

« We just accepted the default alias here. Next...
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Mew Object - User

© Christensen Software www.christensen-software.com



Christensen Software
Exchange 2003 Server Configuration Guide

« Ok, fine - but wait: What about our desired email address? john@servolutions.com? We need to add

this mail address manually. We are back at the AD configuration console and select the properties
of our new user "John Galt" by right-clicking on the name:

ﬁ Active Directory Users and Computers

Jiv*___jf Console  Window  Help

| & = | E

_I Action  View

m X[ E @

BB vVE?

Tree ;

Msen-software, com

iters
h Controllers
nSecurityPrincipals

P

v Users and Computers [popoansty 25, chri

I3

i Users 24 objects

Marne

i Type

i Description

ﬁ[ﬁluma
ﬁDDma
ﬁDDma
ﬁDDma
ﬁEnter
€7 EUsEl
ﬁExche
ﬁExche
ﬁGrDup
%Guest
£ 1Usk,
€7 Twan

€ kbt
€hRas ¢
ﬁﬁcher
€7 TsIrk
€

<]

€7 OHCP Users
ﬁDns.ﬁ.dmins

ﬁCert Publishers  Security Group ...
ﬁDHCF‘ Adminis, ., Security Groop
Security Group ...
Security Group ...
ﬁDnsUpdatePr... Security Group ...
ﬁDDmain Admins  Security Groop .

Copy...

Add members to a group. ..

Disable Account
Resek Password, ..
Mave. ..

Exchange Tasks...
Cpen home page
Send rmail

Enterprise certification an
Members who have admin
Members who have view-,
DMS Administrators Group
DMS clients whio are permi
Designated administrators
orkstations and serve
omain controllers in th
omain guests
domain users
signated administratars

rhange Domain Servers
rhange Enterprise Sery

&l Tasks

mbers in this group can
k-in account: For guesk

Delete
Rename
Refresh

k-in account For anonsy
k-in account For Inkern
Distribution Center Se

Properties

vers in this group can .
cignated administratars

Help

& User acoount is used

EReFreshes the current selection,
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« Lot's of tabs on this resulting dialog:

John Galt Properties i ed
tember OF I Diakin I E nviranment I Seszionz I Remote cantral
Terminal Services Profile I Exchange General
E-mail Addreszes I Exchange Features

General | Address I Aooount I Prafile I Telephones I Organization

g John Galt
First name: IM | nitials: I

Laszt narne: IGaIt
Dizplay name: I-Jl:lhn Galt
Dezcription: I

Office: |

T elephone number: I Other... |

E -mail: Iinhn@ES.christensen-snftware.cnm

Wieb page: I Other... |

0k, I Cancel Ampiy | Help
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« We go to the "E-mail Addresses" tab:

John Galt Properties

tember OF ; Diakin ; E nviranment ; Seszionz ; Remote cantral

Terminal Services Profile ; Exchange General

General i Address i Aocount i Prafile ; Telephones ; Organization

E-mail Addreszes Exchange Features

Each e-mail address type has one default reply addrezs. To change the
default, zelect an entry in the list, and then click Set Az Prirany.

E-mail addreszes:

Type | Addrezs |

SMTP john@C5 _chrstensen-software. com

amtp johnizzervolutions. com

=400 c=usz:a= :p=Christensen Soft;o=Excha._.
Mew... Edlit... 1 Blemove ; Set fe Fimany ;

W Automatically update e-mail addrezzes bazed on recipient policy

0k, i Cancel 1 Ampiy i Help i

© Christensen Software www.christensen-software.com



Christensen Software
Exchange 2003 Server Configuration Guide

< And surprise: john@servolutions.com is already there, but in suspiciously non-bold print. Actually,
Exchange automatically entered this additional email address because we choose so during the
editing of the default recipient policies. But we want this address to be the primary address meaning
all email sent by John will get this address as the "senders" and "reply" addresses in the mail
headers. So we click on "Set As Primary" and are done:

John Galt Properties 2

Member Of 1 Dial-i 1 E rvironment ; Seszions ; Remote control ;
T erminal Services Profile ; Exchange General i
General 1 Addrezs i Account i Frofile ; Telephones ; Crganization ;
E-mail Addresses Exchange Features i

Each e-mail address type haz one default reply addrezs. To change the
default, zelect an entry in the list, and then click Set Az Primany.

E-mail addreszes:

Type | Address

amtp johni@CS chiistenzen-sofbware. com

SHMTP johni@servolutions. com

=400 c=uz:;a= :p=Christensen Soft;o=Excha._.

Mew... i Edif 1 Hemove i | Setfz Frmany i

W Automatically update e-mail addreszes bazed on recipient policy

0k, i Cancel i Apply i Help i
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< We could also add more email addresses like info@servolutions.com or sales@servolutions.com
but only one of these addresses can be the primary address that will be the default senders' address
in all emails sent out by john.

And that's really it - just step through you other user's AD entries and set the appropriate primary and
additional email addresses.

Check our website http://www.christensen-software.com for more details about our POPcon
and POPcon PRO products!

© Christensen Software www.christensen-software.com



